
 
 

Tips to Reducing the Risk of Identity Theft 
By Carrie Kerskie, director, Identity Fraud Institute at Hodges University 
 
Every three seconds another American becomes a victim of identity theft.  Florida is number 
two in the country for identity theft complaints.  No one is immune from identity theft. In fact, 
there is nothing you can do or a service you can buy that will prevent it from happening to you. 
However, there are steps you can take to reduce your risk of specific types of identity theft.   
 
1. MySSA 

The Social Security Administration (SSA) has launched My Social Security Account (MySSA), 
which permits you to manage your benefits online. To create your account, visit 
www.SSA.gov and click on the box, “my Social Security.” You will be required to enter your 
name, address, date of birth and social security number. Note: the site uses the latest 
security measures to protect your information. Next, you will be asked a series of questions 
based on the data on one of your credit reports. Questions asked could include how much is 
your mortgage payment, what is the address of the property where you have the mortgage, 
or how much is your car loan payment. After answering the questions, you will be able to 
view your benefits. You can also change your deposit account or file for benefits if you are 
not yet receiving them.   
 
Unfortunately, thieves have been using this system to steal your benefits. To prevent this 
from happening to you, there are two options: 
1. Create your MySSA account online, as mentioned above, or 
2. Block electronic access to your information online or by calling the SSA at 1-800-772-

1213. 
The act of either setting up your account or requesting to block electronic access will 
prevent someone else from creating an account using your information.  If, when you are 
attempting to create or block your account, you are notified you already have an account, 
you may already be a victim. You will need to contact Social Security to notify them of the 
potential fraud and inquire about the procedures to correct the problem.  

  
 

http://www.ssa.gov/
https://secure.ssa.gov/RIL/SiView.do
https://secure.ssa.gov/acu/IPS_INTR/blockaccess


2. Credit report & security freeze 
To order your free annual credit report, visit www.annualcreditreport.com or call 1-877-
322-8228. This website was created by the Federal Trade Commission, Experian, Equifax 
and TransUnion. This site enables you to order a credit report from each credit bureau - 
Experian, Equifax and TransUnion. You are allowed one free report every 12 months from 
each bureau.   

 
A security freeze, also known as a credit freeze, blocks access to your credit report. Once 
created, you must use your assigned or created PIN, one per bureau, to temporarily lift the 
freeze to review your credit report. The fee to activate a security freeze is $10 per bureau. If 
you are a resident of Florida and over the age of 65 or a victim of identity theft, this fee is 
waived. Each time you lift or reinstate the freeze, you may be charged a fee, typically 
around $10. You can also place a security freeze on behalf of your minor children. To place a 
credit freeze, contact each credit bureau directly.  
TransUnion https://www.experian.com/freeze/center.html or call 888-909-8872 
Experian https://www.experian.com/freeze/center.html 
Equifax https://www.freeze.equifax.com or call 800-685-1111 
 

3. NCTUE 
The NCTUE is the National Consumer Telecom and Utilities exchange, which collects 
information about utilities and telecom account information. This may include new 
connections, payment history and more. You are permitted to request a free copy of your 
NCTUE report. To request your free report, call 1-866-349-5185. Once you have requested 
and reviewed your report, you have the option of placing a freeze on your report. This is 
similar to a credit freeze. For additional information, visit their website: 
http://www.nctue.com/Consumers.  
 

4. IRS 
If your SSN is compromised and you know or suspect you are a victim of tax-related identity 
theft, the IRS recommends these additional steps: 

 Respond immediately to any IRS notice; call the number provided or, if instructed, go to 
IDVerify.irs.gov.  

 Complete IRS Form 14039, Identity Theft Affidavit, if your e-filed return is rejected due 
to a duplicate filing under your SSN. Use a fillable form at IRS.gov.  If filing with your 
return, print the form then attach it to your return and mail according to instructions. If 
not submitting with your return, follow the instructions listed on the form.  

 Continue to pay your taxes and file your tax return, even if you must do so by paper.  
 
If you previously contacted the IRS and did not have a resolution, contact the IRS for 
specialized assistance at 1-800-908-4490. They have teams available to assist. 
 

 
Nothing can prevent identity theft. These tips are to provide you with additional information so 
you may choose the options that are best for you.  

http://www.annualcreditreport.com/
https://www.experian.com/freeze/center.html
https://www.experian.com/freeze/center.html
https://www.freeze.equifax.com/
http://www.nctue.com/Consumers
https://www.irs.gov/pub/irs-pdf/f14039.pdf


 
Steps to take if you become a victim 
If you are a victim of identity theft, the Federal Trade Commission recommends these steps: 

 File a complaint with the FTC at identitytheft.gov.  

 Contact local law enforcement to obtain an identity theft police report.  

 Contact one of the three major credit bureaus to place a ‘fraud alert’ on your credit 
records (please see above regarding fraud alert and freeze):  

o Equifax, www.Equifax.com, 1-800-766-0008  
o Experian, www.Experian.com, 1-888-397-3742  
o TransUnion, www.TransUnion.com, 1-800-909-8872  

 Contact your financial institutions, and close any financial or credit accounts opened 
without your permission or tampered with by identity thieves.  

 Print, complete and mail the IRS Identity Theft Affidavit to the IRS.  
 

 

 
ABOUT THE IDENTITY FRAUD INSTITUTE (IFI) 
The mission of the IFI is to provide quality research-based educational programs focused on 
identity theft and data breach prevention. This is accomplished by offering professional 
development programs, certification programs, corporate services and the Organizational 
Privacy Summit, a national conference focused on collaboration to protect individual and 
institutional data. As part of the IFI’s community outreach, the IFI offers consumer workshops, a 
monthly newsletter and free assistance to victims of identity theft. The IFI’s free victim 
assistance program is supported through generous donations from individuals and 
organizations.  
 

SUPPORT THE IDENTITY FRAUD INSTITUTE 
The Identity Fraud Institute at Hodges University is supported by donations. Your gift is tax 
deductible to the fullest extent allowed by law. Hodges University is a 501(c)(3) not-for-profit 
organization. If you would like to support the Identity Fraud Institute, contact Carrie Kerskie. 
 

Contact Information 
Carrie Kerskie, Director, Identity Fraud Institute at Hodges University 
(239) 598-6281    (800) 466-8017 
Email:  ckerskie@hodges.edu   
Website:  www.Hodges.edu/Identity 
 

Get access to Hodges’ IFI news today! 
It’s easy! Just send us your email address: 
Text 
IFINEWS 
To 22828 to get started.  
Message and data rates may apply. 

http://www.consumer.ftc.gov/features/feature-0014-identity-theft
http://www.equifax.com/
http://www.experian.com/
http://www.transunion.com/
mailto:ckerskie@hodges.edu
http://www.hodges.edu/Identity


 


